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Abstract. The adoption of Information and Communication Technology (ICT) 
and the Internet leads to an increase in online interactions. ICT enables users 
from diverse backgrounds to connect and collaborate on domains like educa-
tion, business and healthcare. For such domains, trust is necessary. Digital trust 
leads to the effective adoption of digital technology and user collaboration. This 
position paper consists of a literature review of 18 research papers on digital 
trust. The literature review focused on the needs and impact of digital trust, and 
trust properties. The research papers commonly defined digital trust as a binary 
relation. In many cases, the entities involved were unknown to each other. The 
review found uncertainties like these to be the originating point of digital trust. 
More user-oriented research on digital trust is needed. Understanding the effect 
of user interface design on digital trust would help system designers incorporate 
trust-enhancing designs and design patterns. The 'dark patterns', which cause 
more harm than good, and 'usable privacy and security' are identified as future 
directions for user-oriented research on digital trust.


Keywords: Digital Trust, Literature Review, Security, Sustainable Digitization, 
Dark Patterns, Usable Privacy.


1. Introduction


The world is undergoing a digital revolution, with traditional systems and processes 
being digitized daily. Interactions that were previously done in person are now being 
done using digital mediums such as e-commerce. Hermawan has highlighted how e-
commerce is becoming the preferred method for shopping [4]. With the increase in e-
commerce, security-related concerns have also increased. Hence, social factors like 
customer trust need to be translated into digital trust. 


Research papers have presented definitions for digital trust, either in their context 
or from cited literature. Although the definitions are valid in the context of the re-
search paper, they may not be valid in other contexts [1, 15]. Online interactions con-
sist of entities or agents such as users, websites, digital platforms and others. The enti-
ties are categorized as trustors and trustees in digital trust interactions [8]. The trustor 
assesses the trustworthiness of the trustee and acts accordingly. Digital trust is most 
commonly defined as the ‘measure of belief or confidence in the goodwill or benevo-
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lence of digital entities’ [2, 8, 14]. This literature review has been conducted to identi-
fy emerging trends and future directions related to digital trust. Such outcomes will 
help build sustainable progress of digital trust in the coming years.


2. Literature Review


The research work on digital trust has mainly focused on a literature review, which 
has been conducted using Google Scholar. This scholarly search consists of all Eng-
lish-language research papers. Search criteria of either ‘digital trust’ (the entire term) 
or both ‘digital’ and ‘trust’ separately being present in either the title, abstract or key-
words are used. This literature review consists of 18 research papers, including 4 con-
ference papers, 9 journal articles, 3 book chapters, a technical report and a PhD dis-
sertation.


‘Digital trust’ and ‘trust’ have been used interchangeably in this paper. The need 
for digital trust and its impact varies according to context and level of interaction. For 
example, e-commerce platforms need digital trust to increase purchasing behavior [9], 
while digital information sources need trust to establish credibility. Hence, the ‘Needs 
and Impact of Digital Trust’ section highlights the needs for digital trust and com-
pares the domain-wise impacts of digital trust. The reviewed literature has proposed 
trust models, but the consensus between them has not been achieved. The comparison 
of the properties of digital trust has been performed to identify points of agreement 
and debate. Hence, the section ‘Properties of Digital Trust’, compares trust proper-
ties, features and, the role of security and privacy in the models.


2.1. Needs and Impact of Digital Trust


In this section, the research papers related to ‘Needs and Impact of Digital Trust’, 
have been reviewed and a related summary is presented in table 1. In this table, NA 
stands for Not Available / Applicable.


The vital observations from entries in Table 1 are provided as follows:

• Almost all the papers reviewed (13 out of 15 papers) have mentioned uncer-

tainty as a necessary condition for digital trust. When uncertain, users compare 
their confidence in the involved entities to the possible risks.
• The majority of research papers (12 out of 15 papers) highlighted how users 

are unknown to each other and can’t verify their identities / authenticity.

• Business and economics are the most common domains in the reviewed literature 

(5 out of 15 papers).

• Out of 15, 5 papers mentioned ubiquitous or pervasive computing as a key 

reason for need of digital trust.

• Other studies (3 out of 15 papers) cited the chaotic and complex nature of the 

Internet as a key reason for need of digital trust.
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Table 1. Summary of the Needs and Impact of Digital Trust

2.2. Properties of Digital Trust


The research papers related to ‘Properties of Digital Trust’, have been reviewed in this 
section and a related summary is presented in table 2.


Research 

Paper

Domain

Interaction 
with 

Unknown

Entities

Trust arises 
from 

Uncertainty

Reason for 
Need 

of Digital Trust

Impact 

of Digital Trust

Pietrzak & 
Takala, 2021

NA Yes Yes
Chaotic nature 
of Internet

Purchase intent

Kożuch, 2021 NA Yes Yes
Chaotic nature 
of Internet

Effective 

communication

Hermawan, 2020 Business Yes Yes
Customer 

protection

Brand image, 
customer loyalty

Yan et al., 2011 NA Yes Yes NA NA
Joinson et al., 
2010

NA NA Yes
Ubiquitous 
computing

Self-disclosure

Kelton et al., 
2008

Informa-
tion 

Science

Yes Yes
Ubiquitous 
computing

Credibility of 
information

Glazer et al., 
2014

Medicine NA Yes Telehealth
Embedded 
healthcare

Zhghenti & 
Chkareuli, 2021

Business Yes Yes
Sharing 

economy

Economic 

transaction

Mazzella et al., 
2016

Business Yes NA
Sharing 

economy

P2P sharing

Möhlmann & 
Geissinger, 2018

Economy Yes Yes
Ubiquitous 
computing

P2P sharing

Dwyer, 2011 NA NA Yes
Ubiquitous 
computing

NA

Ting et al., 2021 NA Yes Yes
Chaotic nature 
of Internet

Credibility of 
agent

Yan & Holt-
manns, 2007

NA Yes Yes
Ubiquitous 
computing

NA

McKnight & 

Chervany, 2002

Business Yes Yes E-commerce
Purchase intent, 
self-disclosure

Gkinko & El-
banna, 2023

Manage-
ment

Yes NA
Digital 

Transformation

Effective 

communication
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Table 2. Properties of Digital Trust


The key observations from entries in Table 2 are provided as follows:


Research Paper
Entities / 
Stakeholders

Subjective

Nature

Depends 
on Past 

History

Security 
Improves 
Trust

Privacy 
Paradox

Trust in 
Developed 
Nations vs 
Developing 

Nations

Akram & Ko, 
2014

TPM chip, 
inquisitor

No Yes Yes NA NA

Pietrzak & 
Takala, 2021

Trustor, trustee Yes Yes Yes NA NA

Kożuch, 2021 Trustor, trustee NA Yes Yes NA NA

Hermawan, 2020
Customer, 
vendor, 

intermediary

NA Yes Yes NA More

Yan et al., 2011 NA Yes Yes Yes Yes NA

Sas & Khairud-
din, 2015

Trustor, trustee Yes Yes Yes NA NA

Kelton et al., 
2008

Trustor, 

Information 

(as trustee)

Yes Yes NA NA NA

Glazer et al., 
2014

Trustor,

digital service 

(as trustee)

Yes Yes NA Yes NA

Zhghenti & 
Chkareuli, 2021

NA Yes Yes Yes NA NA

Möhlmann & 
Geissinger, 2018

Two peers, 
digital platform

Yes Yes NA NA NA

Dwyer, N., 2011 Trustor, trustee Yes Yes NA Yes NA

Ting et al., 2021 Trustor, trustee Yes Yes Yes NA NA

Yan & Holt-
manns, 2007

Trustor, trustee Yes Yes Yes NA NA

McKnight & 
Chervany, 2002

Trustor, trustee Yes Yes Yes NA NA

Bartolini & 
Casassa Mont, 
2000

Customer, 
vendor

Yes Yes NA NA NA
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• Trust as an interaction, is mentioned as a binary relation in 11 papers and as 
a tertiary relation in 2 out of 15 papers.

• The high variability in uncertain scenarios causes trust to be highly contextual or 

subjective (12 out of 15 papers).

• Another factor affecting trust is the experience or history between the entities / 

stakeholders (14 out of 15 papers).

• Out of the 15, 10 papers mentioned security as a contributor to trust.

• The ‘privacy paradox’ concept mentioned in 3 papers explains how increas-

ing privacy concerns does not change users’ behavior.

• Developed countries such as Sweden and Switzerland are ranked higher in the 

‘Digital Trust Index’ [4].

3. Future Areas of Digital Trust Research

There are 17 Sustainable Development Goals defined by the United Nations (UN). 
Digital trust is related to UN goals such as ‘Decent Work and Economic Growth’ and 
‘Sustainable Cities and Communities’ [19]. Information and Communication Tech-
nology (ICT) opens new opportunities for businesses, more employment opportunities 
and subsequently economic growth.


Most businesses design digital platforms according to their benefits. Such designs 
may not be beneficial for users. For example, online social networking websites prior-
itize continued usage, which can negatively impact users. But, digital trust is also a 
necessity for retaining users. Therefore, research on the effect of user interface design 
on digital trust is desirable. These user interfaces convey a lack of system security or 
privacy if designed inappropriately. User-oriented research related to dark patterns 
and, usable privacy and security can be future directions for digital trust research.


3.1. Dark Patterns


Sometimes design patterns do not sufficiently reflect the ethical considerations em-
phasized by Human-Computer Interaction (HCI) research [20]. This leads to creation 
of dark patterns that cause more harm than good to users. They are used to deceive 
users into doing certain actions or disclosing information unethically [21]. Dark pat-
terns are possible sources of ambiguity and make navigation more difficult, especially 
for differently-abled users. Future HCI research studies should target the impact of 
dark patterns on digital trust.


3.2. Usable Privacy and Security


Usable Privacy and Security refers to secure and privacy-supporting tools that can 
even be used by naive users [22]. The lock pattern available on Android is inspired by 
usable privacy and security research [23]. Almost all websites post privacy policies, 
but users tend to ignore them as they are lengthy and difficult to understand. Usable 
privacy policies, which summarize the privacy policy using natural language process-
ing, are currently being researched [24].
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